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Decision/action requested

It is proposed to discuss and accept the proposed answers for SA2’s questions on PC5 unicast groupcast security protection.
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Rationale

SA2’s questions on PC5 unicast and groupcast security protection, which were given by S3-190044/S2-1812896 [1] were not properly answered by SA3. As SA2 normative work is approaching the completion (eV2XARC, TS 23.287 [2]), it would be appropriate for SA3 to consider providing feedback on the questions. 
There were two questions given by SA2 [1]:

- A unicast solution was developed by SA2 as documented in clause 6.11 of TR 23.786. SA2 would like to know if SA3 sees a need to provide link layer protection for the unicast connection, and if there is any security measure to be developed to protect the V2X traffic, including privacy protection. 

- A group communication solution was developed by SA2 and documented in clause 6.21 of TR 23.786. SA2 would like to know if SA3 considers link layer protection necessary for the group communication traffic.      

SA2 TS 23.287 [2] specified procedures for unicast mode V2X communication over PC5 under clause 6.3.3, which include layer-2 link establishment, link identifier update, layer-2 link release and layer-2 link modification. Although the information elements delivered through the messages of the procedures are not completely specified yet, it is reasonable to assume that at least integrity of the information delivered through the procedures should be protected except broadcast of initial link establishment request -‘Direct Communication Request’. For example, any modification or release of link for unicast communication without integrity protection would endanger the service availability.
SA3 also agreed high level potential security requirements for the V2X unicast over PC5, in TR 33.836 [3] (clause 5.1. key issue #1, and clause 5.2, key issue #2). It is not clear whether AS layer signalling needs to be protected yet, since there is not enough information. 
Proposal 1: It is proposed to provide feedback that at least integrity protection needs to be supported for signalling of unicast mode V2X communication over PC5 in V2X layer, while AS layer protection needs more information from RAN2. 
Regarding the group communication over PC5, it is not clear if any protection is required in 3GPP layers, considering that the group management is handled by application layer and there is no control signalling in V2X layer. It is to be seen whether RAN2 has any additional signalling for efficient management of radio resources in group communication over PC5. Meanwhile, the privacy aspects of IDs for group communications will be considered by SA3, as in key issues #3 and #4 (clause 5.3 and 5.4) of TR 33.836 [3], and thus this could be addressed in the feedback for SA2, to say the least.
Proposal 2: It is proposed to provide feedback that privacy protection of group ID would be considered for groupcast over PC5 while additional security and privacy protection in AS layer needs more information from RAN2. 
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Detailed proposal

It is proposed to send reply LS to SA2 on security protection of V2X PC5 unicast and groupcast, based on the points as follows.
Proposal 1: It is proposed to provide feedback that at least integrity protection needs to be supported for signalling of unicast mode V2X communication over PC5 in V2X layer, while AS layer protection needs more information from RAN2. 

Proposal 2: It is proposed to provide feedback that privacy protection of group ID would be considered for groupcast over PC5 while additional security and privacy protection in AS layer needs more information from RAN2. 
